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USIB-D«9.1,/4 
25 September 1961 


UNITED STATES INTELLIGENCE BOARD 


MEMORANDUM FOR THE UNITED STATES INTELLIGENCE BOARD 
Subject: Revision of Executive Order 10501 


References: a) USIB-M-166, Item 10, 1 August 1961 
b) USIB-D-9.1/2, 11 September 1961 
¢) USIB-M-172, Item 4 » 14 September 1961 


1. The inclosure is forwarded in compliance with the request of the 
Acting Chairman, USIB at the Board meeting on 21 Septenber 1961, that 
each Member of USIB be provided a copy of Executive Order No. 10964 (which 
revises portions of EO 10501) by the Secretariat as soon as practicable. 


2. It is the understanding of the Secretariat that Executive Order 
No. 10964 is included in the Federal Register of 22 September 1961. 


T 
3. The version of Section 13(b) proposed by USIB, Reference (c), STA 


does not appear in the Order. : 


Lt. Colonel, USAF 
Deputy Executive Secretary 


Inclosure 
a/s 
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IMMEDIATE RELEASE SEPTEMBER 20, 19 


OFFICE OF THE WHITE HOUSE PRESS SECRETARY 


THE WHITE HOUSE 


EXECUTIVE ORDER 
LOI EE 


AMENDMENT OF EXECUTIVE ORDER NO, 10501, ENTITLED 
"SAF EGUARDING OFFICIAL INFORMATION IN THE 
INTERESTS OF THE DEFENSE OF THE UNITED STATES" 


By virtue of the authority vested in me by the Constitution and 
statutes of the United States, and deeming such action necessary in the 
best interest of the natianal security, it is ordered that Executive Order 
No. 10501 of November 5, 1953, as amended, be, and it is hereby, 
further amended as follows: 


1. Section 4 is amended-- 
(A) By substituting for the first paragraph thereof the folluwing: 


"Sec, 4, Declassification, Downgrading, or Upgrading. When 
classified information er material no longer requires ite present level 
of protection in the defense interest, it shall be downgraded or declassified 
in order to preserve the effectiveness and integrity of the classification 
system and to eliminate classifications of information or material which 
no longer require classification protection. Heads of departments or 
agencies originating clossified information or material shall designate 
persone to be responsible for continuing review of such classified 
information or material on a document-by-document, category, project, 
program, or other systematic basis, for the purpose of declassifying or 
downgrading whenever national defense considerations permit, and for 
receiving requests for such review from all sources, However, Restricted 
.Data and material formerly designated as Restricted Data shall be handled 
only in accordance with subparagraph 4 (a) (1) below and section 13 of this 
order, The following special rules shall be observed with respect to 
changes of classification of defense information or material, including 
information or material heretofore classifieds" 


(B) By deleting paragraphs (a), (), (g), (b), and (i) and inserting in 
lieu thereof the following: 


a) Automatic Changes. In order to insure uniform procedures for 
automatic changes, heads of departments and agencies having authority 
for eriginal classification of information or material, as set forth in 
section 2, shall categorise such classified information or material into 
the following groups: 


(1) Group 1, Informetion or material originated by foreign governments 
or international organizations and over which the United States Government 
has no jurisdiction, informetion or material provided for by statutes such 
as the Atomic Energy Act, and information or material requiring special 
handling, such as intelligence and cryptography. This information and 
material is excluded from gutomatic downgrading or declassification, 


more 
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(2) Group 2, Extremely sensitive information or material which 
the head of the agency or his designees exempt, on an individual basis, 
from automatic downgrading and declassification, 


"(3) Group 3, Information or material which warrants some 
dagree of clansification for an indefinite period, Such information or 
material shall bocome automatically downgraded at 12-year intervals 
until the lowest classification is reached, but shall not becomes 
automatically declassified, 


'(4) Group 4, Information or material which does not qualify 
for, or is not assigned to, one of the first three groups. Such 
information or material shall become autornatitally downgraded at 
three-year intervals until the lowest classification is reached, and 
shall be eutomatically declassified twelve years after date of issuance. 


"To the fullest extent practicable, the classifying authority shall 
indicate on the information or material at the time of original 

. Classification if it can be downgraded or declassified at an earlier 
date, or if it can be downgraded or declassified after a specified 
event, or upon the removal of classified attachments or enclosures. 
The heads, or their designees, of departments and agencies in posses- 
sion of defense informution or material classified purauant to thie 
order, but not bearing markings for automatic downgrading or declassi- 
fication, are hereby authorized to mark or de signate for automatic 
downgrading or declassification such information or material in 
accordance with the rules or regulations established by the depart- 
ment or agency that originally classified such information or 
material, "' 


"(e) Information or Material Transmitted by Electrical Means. 

The downgrading or declassification of classified information or material 
transmitted by electrical means shall be accomplished in accordance 
with the procedures described above unless specifically prohibited by 
the originating department or agency, Unclassified information or ma- 
terfal which is transmitted in encrypted form shall be safeguarded 

and handled in accordance with the Legulations of the originating 
department or agency," : 


'"(g) ‘Upgrading. If the recipient of unclassified information or 
material believes that it should be classified, or if the recipient of 
classified information or material believes that its classification is 
not sufficiently protective, it shall be safeguarded in accordance with 
the classification deemed appropriate and a request made to the 
reviewing official, who may classify the information or material or 
upgrade the classification after obtaining the consent of the appropriate 
classifying authority, The date of this action shall constitute a new 
date of origin insofar as the downgrading or declassification schedule 

_ (paragraph (a) above) is concerned, '' : 


a 0)) Pepetimenis end Agencies Which Do Not Have Authority for 
Gelgnst sailicstion, The provisions of this section relating to the 

Classification of defense information or material shall apply to. 
departments or agencies which do not, under the terme of this order, 
have authority for original classification of information or material, 
but which hava formerly classified information or material pursuant 
to Executive Order No, 10290 of September 24, 1981, '' 


more 
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(4) Notification of Change in Classification. In all cases in which 
action is taken by the revie ng of icial ta downgrade or declassify 
earlier than called for by the automatic downgrading-declasatfication 
stamp, the reviewing official shall promptly notify all addressees to 
whom the information or material was originally transmitted. Recipients 
of original information or material, upon receipt of notification of change 
in classification, shall notify addregseeg to whom they have transnitted 
the classified information or matoriai. ' Gar 4 


2. Section. §5 is amended-- 
(A) By adding a new paragraph (a) thereto, as follows: 


(a) Downgrading-Declassification Markings, At the time of origi- 
nation, all classified information or material shall be marked to indicate 
the downgrading-declassification schedule to be followed in accordance 
with paragraph (a) of section 4 of this order." 


(B) By relettering the present paragraphs (a) through ({) as (b) 
through (j), respectively, ; 


3. Section 6 is amended-- 


(A) By deleting from the second sentence of the first paragraph ithe 
words "physical or mechanical," Say Oe casts 


(B) By deleting paragraphs (a) and (b) and by inserting in eu | 
thereof the following: “wie 


'  "(a) Storage of Top Secret Information and Material. Asa minimum, 
Top Secret Telenee lalecrantion and material shall be stored in a safe or 
safe-typo steel file container having a three-position dial-type combination 
lock, and being of such weight, size, construction, or instajlation as to 
minimize the possibility of unauthorized access to, or the physical theft 
of, such information and material. The head of a department or agency 
may approve other storage facilities which afford equal protection, such 
as an alarmed area, a vault, 2 vaultétype room, or an area under con- 
tinuous surveillance, __ a . 


Wb) Storage of Secret and Confidential Information and Material. 
Age minimum, Secret and Confiden defense ormation and material 


may be stored in a'manner authorized for Top Secret information and 
material, or in steel file cabinets equipped with steel lockbar and a 
changeable three-combination dial-type padlock or in other storage facili- 
tles which afford equal protection and which are authorized by the bead 


of the department or agency. 


"(c) Storage or Protection sane Whenever new security 
storage equipment {s procured, t should, to the maximum extent practi- 
cable, be of the type designated as security filing cabinets on the Federal 
Supply Schedule of the General Services Administration." 


(C) By relettering the paragraphs (c) through (g) as (4) through (h), 
respectively. i 
4, Paragraphs (c) and (d) of section 8 are amended to read as 
follows: . . 
more 
(OVER) 
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"(c) Transmitting Secret Information and Material. decret informa- 
tion and material shalt be tranemitted within and between the forty-eight 
contiguous States and the District of Columbia, or wholly within Alaska, 
Hawaii, thé Commonwealth of Puerto Rico, or a United States possession, 
by one of the means established for Top Secret information and material, 
by authorimd courier, by United States regietered mail, or by the use of 
protective services provided by commercial carriers, air or surface, 
under such conditions as may be prescribed by the head of the department 
or agency concerned, Secret information and material may be transmitted 
outside those areas by one of the means established for Top Secret informa- 
tion and material, by commanders or masters of vessels of United States 
registry, or by the United States registered mail through Army, Nevy, Aix 
Force, or United States civil postal facilities; provided that the information 
or material does not at any time pase out of United States Government 
control and does not pass through a foreign postal system, For the purposes 
of this section registered mail in the custody of « transporting agency of 
the United States Post Office is considered within United States Government 
control unless the transporting agent is foreign controlled or operated, 
Secret information and material may, however, be transmitted between 
United States Government or Canadian Government installations, or both, 
in the forty-eight contiguous States, the District of Columbia, Alaska, and 
Canada by United States and Canadian registered mail: withregistered mail 

: receipt. Secret information and material may also be transmitted over ve 
communications circuits in accordance with regulations promulgated for 
such purpose by the Secretary of Defense. ‘ 


"(d) Transmitting Confidential Information and Material, Confidential 
information and material shall be transmitted within the forty-aight con- 
tiguous States and the District of Columbia, or wholly within Alaska, Hawaii, 
the Commonwealth of Puerto Rico, or a United States possession, by one 

of the means established for higher classifications, or by certified or 
fixet-clase mail, Outside those areas Confidential information and material 
shall be transmitted in the same manner as authorised for higher classifica- 
tions, "' 


8, Section 13 is amended to read as follows: 


"Sec, 13, ! ri Data, ' Material Formerly Designated as . 
Besipicies Cermusications Tnvellg sac "and Crypt Onzapby. 
a) Nothing s order 8 supersede any requirements made by o7 
under the Atomic Energy Act of August 30, 1954, as amended, ‘Restricted 
Data,' and material formerly designated as 'Restricted Data,' shall be 
wee 2 handled, protected, classified, downgraded, and declassified in conformity 
with the provisions of the Atomic Energy Act of 1984, as amended, and the 
regulations of the Atomic Energy Commission. 


ee Netting te le order shall prohibit any special requirements 
tims the qriginating agency or other appropriate authority may impose as 
to @ommunications intelligence, cryptography, and matters related thereto, "' 


«by Anew edctlo 19 Is ‘added reading as follows: ; 


timd Disclosure by Government Personnel. The 
and agency Fected to take prompt and stringent 
stfon against any officer or employee of the United States, 
oyment, ‘determined to have been knowingly responsible 
Biclosise of classified defense information or material 
authorised by this order, and where a violation of 
‘Yavolved, to refer promptly to the Department of 


re renumbered as sections 20 and 2}, 


JOHN ¥, KENNEDY 
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IMMEDIATE RELEASE SEPTEMBER 20, 1961 


OFFICE OF THE WHITE HOUSE PRESS SECRETARY 


THE WHITE HOUSE 


EXECUTIVE ORDER 
/096Y 


AMENDMENT OF EXECUTIVE ORDER NO, 10501, ENTITLED 
"SAFEGUARDING OFFICIAL INFORMATION IN THE 
INTERESTS OF THE DEFENSE OF THE UNITED STATES" 


By virtue of the authority vested in me by the Constitution and 
statutes of the United States, and deeming such action necessary in the 
best interest of the national security, it is ordered that Executive Order 
No. 10501 of November 5, 1953, as amended, be, and it is hereby, 
further amended asa follows: 


1, Section 4 is amended-- 
(A) By substituting for the first paragraph thereof the following: 


"Sec, 4, Deciassification, Downgrading, or Upgrading. When 
classified information or material no longer requires its present level 
of protection in the defense interest, it shall be downgraded or declassified 
in order to preserve the effectiveness and integrity of the classification 
system and to eliminate chassifications of information or material which 
no longer require classification protection, Heads of departments or 
agencies originating classified information or material shall designate 
persens to be responsible for continuing review of such classified 
information or material on a document-by-document, category, project, 
program, or other systematic basis, for the purpose of deciassifying or 
downgrading whenever national defense considerations permit, and for 
receiving requests for such review from all sources, However, Restricted 
Data and material formerly designated as Restricted Data shall be handled 
only in accordance with subparagraph 4 (a) (1) below and section 13 of this 
order, The following special rules shall be observed with respect to 
changes of classification of defense information or material, including 
information or material heretofore classified:" 


(B) By deleting paragraphs (a), (e), (g), (h}, and (i) and inserting in 
lieu thereof the following: 


Na) Automatic Changes. In order to insure uniform procedures for 
autoraatic changes, heads of departments and agencies having authority 
for ariginal classification of information or material, as set forth in 
section 2, shall categorize such classified information or material into 
the following groups: 


(1) Group 1. Information or material originated by foreign governments 
or international organizations and over which the United States Government 
has no jurisdiction, information or material provided for by statutes such 
as the Atomic Energy Act, and information or material requiring special 
handling, such as intelligence and cryptography. This information and 
material is excluded from automatic downgrading or declassification. 


more 
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'(2) Group 2, Extremely sensitive information or material which 
the head of the agency or hia designees exempt, on an individual basie, 
from automatic downgrading and declassification, 


'(3} Group 3. Information or material which warrants some 
degree of classification for an indefinite period, Such information or 
material shall become automatically downgraded at lZ-year intervals 
until the lowest classification is reached, but shall not become 
automatically declassified, 


"(4) Group 4, Information or material which does not qualify 
for, or is not assigned to, one of the first three groups, Such 
information or material shall become autoraatitally downgraded at 
three-year intervals until the lowest classification ig reached, and 
shall be automatically declassified twelve years after date of issuance. 


"To the fullest extent practicable, the classifying authority shall 
indicate on the information or material at the time of original 
classification if it can be downgraded or declassified at an earlier 
date, or if it can be downgraded or declassified after a specified 
event, or upon the removal of classified attachments or enclosures. 
The heads, or their designees, of departments and agencies in posses- 
sion of defense information or material classified pursuant to this 
order, but not bearing markings for automatic downgrading or declassi- 
fication, are hereby authorized to mark or de signate for automatic 
downgrading cr declassification such information or material in 
accordance with the rules or regulations established by the depart- 
ment or agency that originally classified such information or 

material, '' 


“(e) Information or Material Transmitted by Electrical Means. 
The downgrading or declassification of classified information or material 
transmitted by electrical means shall be accomplished in accordance 
with the procedures described above unless specifically prohibited by 
the originating department or agency, Unclassified information or ma- 
terial which is transmitted in encrypted form shall be safeguarded 
and handled in accordance with the regulations of the originating 
department or agency, '"' : 


"(g) Upgrading. If the recipient of unclassified information or 
material believes that it should be classified, or if the recipient of 
classified information or material believes that its classification is 
not sufficiently protective, it shall be safeguarded in accordance with 
the classification deemed appropriate and a request made to the 
reviewing official, who may classify the information or material or 
upgrade the classification after obtaining the consent of the appropriate 
classifying authority. The date of this action shall constitute a new 
date of origin insofar as the downgrading or declassification schedule 
(paragraph (a) above) is concerned, "' 


"(h) Departments and Agencies Which Do Not Have Authority for 
Original Calssification, The provisions of this section relating to the 


declassification of defense information or material shail apply to 
departments or agencies which do not, under the terms of this order, 
have authority for original classification of information or material, 
but which have formerly classified information or material pursuant 
to Executive Order No, 10290 of September 24, 1951," 


more 
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"(i) Notification of Change in Classification. In all cases in which 
action is taken by the x reviewing atfici: | to downgrade or declassify 
earlier than called for by the automatic downgrading-declassification 
stamp, the reviewing official shall promptly notify all addressees to 
whom the information or material was originally transmitted. Recipients 
of original information or material, upon receipt of notification of change 
in classification, shall notify addressees to whom they have transmitted 
the classified information or material," 


2. Section 5 is amended-.- 
(A) By adding a new paragraph (a) thereto, as follows: 


"{a) Downgrading-Declassification Markings, At the time of origi-' 
nation, all classified information or material shall be marked to indicate 
the downgrading-declassification schedule to be followed in accordance 
with paragraph (a) of section 4 of this order," 


(B) By relettering the present paragraphs (a) through (i) as (b) 
through (j), respectively, 


3. Section 6 is amended-- 


(A) By deleting from the second sentence of the first paragraph the 
words "physical or mechanical," 


(B) By deleting paragraphs (a) and (b} and by inserting in lieu 
thereof the following: 


(a) Storage of of Top Secret Information and Material, Asa minimum, 
Top Secret defense information and material shall be stored in a safe or 
safe-type steel file container having a three-position dial-type combination 
lock, and being of such weight, size, construction, or installation as to 
minimize the possibility of unauthorized access to, or the physical theft 
of, such information and material. The head of a department or agency 
may approve other storage facilities which afford equal protection, such 
as an alarmed area, a vault, a vault-type room, or an area under con- 
tinuous surveillance. 


Nb) Storage of Secret and Confidential Information and Material, 
As a minimum, Secret and Confidential defense information and material 
may be stored in a manner authorizéd for Top Secret information and 
material, or in steel file cabinets equipped with steel lockbar and a 
changeable three-combination dial-type padlock or in other storage facili- 
ties which afford equal protection and which are authorized by the head 
of the department or agency. 


Nc) Storage or Protection Equipment. Whenever new security 
storage equipment is procured, it should, to the maximum extent practi- 
cable, be of the type designated as security filing cabinets on the Federal 
Supply Schedule of the General Services Administration," 


(C) By relettering the paragraphe (c) through (g} as (d) through (h}, 
respectively. 


A, Paragraphs (c) and (d) of section 8 are amended to read as 
follows: , 


more 
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'(c) Transmitting Secret Information and Material. Secret informa- 
tion and material shall be transmitted within and between the forty-eight 
contiguous States and the District of Columbia, or wholly within Alaska, 
Hawaii, the Commonwealth of Puerto Rico, or a United States possession, 
by one of the means established for Top Secret information and material, 
by authorized courier, by United States registered mail, or by the use of 
protective services provided by commercial carriers, air or surface, 
under such conditions as may be prescribed by the head of the department 
or agency concerned, Secret information and material may be transmitted 
outside those areas by one of the means established for Top Secret informa- 
tion and material, by commanders or masters of vessels of United States 
registry, or by the United States registered mail through Army, Navy, Air 
Force, or United States civil postal facilities; provided that the information 
or material does not at any time pase out of United States Government 
control and does not pass through a foreign postal system, For the purposes 
of this section registered mail in the custody of a transporting agency of 
the United States Post Cffice is considered within United States Government 
control unless the transporting agent is foreign controlled or operated, 
Secret information and material may, however, be transmitted between 
United States Government or Canadian Government installations, or both, 
in the forty-eight contiguous States, the District of Columbia, Alaska, and 
Canada by United States and Canadian registered mail:wihregistered mail 
receipt. Secret information and material may also be transmitted over 
communications circuits in accordance with regulations promulgated for 
such purpose by the Secretary of Defense. 


"(d) Transmitting Confidential Information and Material, Confidential 
information and material shall be transmitted within the forty-eight con- 
tiguous States and the District of Columbia, or wholly within Alaska, Hawaii, 
the Commonwealth of Puerto Rico, or a United States possession, by one 
of the means established for higher classifications, or by certified or 
first-class mail. Outside those areas Confidential information and material 
shall be transmitted in the game manner as authorized for higher classifica- 
tions," 


5, Section 13 is amended to read as follows: 


"Sec, 13. 'Restricted Data,’ Material Formerly Designated as. 
‘Restricted Data, ' Communications Intellig ence and Crypt ography. 
(a) Nothing in this order shall supersede any requirements made by or 
under the Atomic Energy Act of August 30, 1954, as amended, ‘Restricted 
Data,' and material formerly designated as 'Restricted Data,' shall be 
handled, protected, classified, downgraded, and declassified in conformity 
with the provisions of the Atomic Energy Act of 1954, as amended, and the 
regulations of the Atomic Energy Commission. 


‘(b) Nothing in this order shall prohibit any special requirements 
that the originating agency or other appropriate authority may impose as 
to communications intelligence, cryptography, and matters related thereto," 


6, A new section 19 is added reading as follows: 


"Sec, 19, Unauthorized Disclosure by Government Personnel. The 
head of each department and agency is directed to take prompt and stringent 
administrative action against any officer or employee of the United States, 
at any level of employment, determined to have been knowingly responsible 
for any release or disclosure of classified defense information or material 
except in the manner authorized by this order, and where a violation of 
criminal statutes may be involved, to refer promptly to the Department of 
Justice any such cage," 


7. Sections 19 and 20 are renumbered as sections 20 and 21, 
respectively, 


JOHN F, KENNEDY 
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Présidential Documents 


Title 3-—-THE PRESIDENT 


Executive Order 10869 


AMENDMENT OF CIVIL SERVICE RULE 
i, AS PRESCRIBED BY EXECUTIVE 
ORDER NO. 10577 ' OF NOVEMBEK 
22, 1954 


WHEREAS the appointment of post- 
niasters to fourth-class post offices is con- 
trolied in part by regulations approved 
by the President on November 25, 1912, as 
amended by Executive Orders No. 1778 
of Muay 7, 1913, No. 4124 of January 12. 
1925, No. 9769 of August 14. 1946, No. 
10017 of November 10, 1948, and No. 
10337 of April 3, 1952; and 

WHEREAS it is in the interest of effi- 
cleacy of operation that the regulations 
governing the appointment of pust- 
masters of the fourth class be revised 

_and incorporated into the Civil Service 
Ruies as hereinafter set forth: 
- NOW, THEREFORE, by virtue of the 
authority vested in me by section 1753 of 
the Revised Statutes (5 U.S.C. 631), by 
the Civil Service Act of January 16, 1883 
(22 Stat. 403), and by section 301 of title 
3 of the United States Code,*it ts or- 
dered as follows: 


Section 1. Section 2.1 of Civil Service 
Rule IT, as prescribed by Executive Or- 
der No. 10577 of November 22, 1954, is 
hereby amended by adding thereto « new 
subsection (c) reading as follows: 


“(c) Whenever the Civil Service Com- 
mission (1) is unable to certify a suffi- 
clent number of names to permit the ap- 
pointing officer to consider three eligibles 
for appointment to a fourth-class post- 
master. position in accordance with the 
regular procedure, or (2) finds that a 
particular rate of compensation for 


+19 FR, 7521: 3 CFR. 1954 Supp. p. a4. 


Teurte -class pottimaster positions is too 
wow be warrant cegular competitive ex- 
amillations for such pos:lions, tt may 
authorize appointment to uny such pusi- 
ligii Or posillons in accordance with 
such procedure as may be prescribed by 
the Cammissiun. Persons appomted un- 
der tbs subsection may aequire com- 
pelltive statis subject to santisfacvory 
completion of ua probationary perod 
prescribed by the Comniission ” 


Sec. 2, The folowing -designated Ex- 
ecutive orders and regulations are hereby 
revoked: Executive Order No. 982 of No- 
vember 30, 1908, Executive Order No. 
1624 of October 15. 1912: the regulations 
approved by the President on November 
25, 1912, governing the appointment of 
postmasters of the fourth class: Execu- 
tive Order Neo. 1776 of May 7. 1913; Ex- 
ecutive Order No. 1778 of May 7, 1913. 
Executive Order No. 2119 of January 12, 
1915; Executive Order No 4124 qf Janu- 
ary 12, 1925; and Executive Order No. 
10337 of April 3, 1952. 


wientT D. EISENHOWER 


THE Writt House 
March 9, 1960. 


(PR Deo oG-2820; Filed. Mar ¥. 1960; 


P Memorandum of March 9, 1960) 


(DEPARTMENTS AND AGENCIES SUB- 
JECT TO THE LIMITATIONS SPECI- 
FIED IN SECTION 2 OF £.0. 10501] 


Memorandum for the leads of All 
Depariments and Agencies of the 
Government 


My memorandum of November 5, 1953, 
relating to Executive Order No. 105C1 of 
November 5, 1953, as supplemented by 
my memorandum of May 7. 1959, is fur- 
ther supplemented as follows: 


vancecop eS, Edad, 
ois ait cncd SIRE A MAT RST BIS eee 


1. The provisions of section 2 of Execu- 
tive Order No. 19561 of Nuvembe: 4 1952 
are hereby made applicable fai those 
agencies of the cxecutive branch are 
thet: consuutuent agcucies. estavhishec 
after November 5, 1953. and Nsted here. 
after mm thos paragrapli: 


are hereby designated te have authority 
for original classification of imformatiwr 
and material in accordance with the pre 
visions of subsection (¢) of that section 
effective as of the respective dates i. 
which such agencies were establishes 


Council on Forelen Economic Pul - 3 

Development Loan Fund 

Federal Aviation Agency 

Federal Radiation Counc.!} 

National Aeronautics and Suucr Ac. 
ministratior 


National Aeronautics and space 
Council 

Office of Civil and Defense Mobiite:, 
tion 


President's Board of Consultants os: 
Foreten Intelligence Activities 
2. All agenctes of the executive branch 
which have been established after No- 
vember 5. 1953 ‘except those named in 
Paragraph 1), and all such ageneies 
which mav be established hereafter. shall 
be deemed not to have authority for orie. 
inal classification of information or mz 
terial under the provisions of sectior ° 
of Executive Order No, 10501. except as 
such authority may be specifically can- 
ferred upon such agencies, 


3. This memorandum, shall be pub- 
ished in the Pepenar Sixx." ** 
wes FD sah. taf] 


Dwicut D. Exexndwer 


THe WHITE Housr, ; 
March 9, 18682 


att Soe ap eri, 


me agey 2 
* ae Sef * MEP 
beeen * 
tis 
ae 
a 
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Title 3—THE PRESIDENT # 


Executive Order 10901 


AMENDMENT OF EXECUTIVE ORDER 
NO. 10501, RELATING TO SAFE- 
GUARDING OFFICIAL INFORMA- 
TION IN THE INTERESTS OF THE 
DEFENSE OF THE UNITED STATES 


By virtue of the authority vested in me 
by the Constitution and siatutes of the 
United States, and as President of the 
United States, and deeming :such action 
necessary In the best interest of the na- 
ttonal security, it is ordered as follows: 


SeEcTIon 1, Section 2 of Executive Or- 
der No. 10501 of NoveMber 5. 1953. is 
amended to read as follows: 


“BEC. 2. Limitation of authority to 
classify. The authority to classify de- 
fense information or material under this 
order shall be limited in the depart- 
ments, agencies, and other units of the 
executive branch as hereinafter specified. 

“(a) In the following departments. 
agencies, and Governmental! units, hav- 
ing primary responsibility for matters 
pertaining to national defense, the au- 
thority for original classification of in- 
formation or material under this order 
may be exercised by the head of the de- 
partment, agency, or Governmental unit 
concerned or by such responsible officers 
or employees as he, or his representative, 
mray designate for that purpose. The 
delegation of such authority to classify 
shall be limited as severely as is con- 
sistent with the orderly and expeditious 
transaction of Government business. 


Iha White House Omce 

President's Science Advisory Committee 

Bureau of the Budget 

Council of Eeonomic Advisers 

National Beourtty Council 

Operations Coordinating Board 

Central Intelligence Agency 

Office of Civil and Defense Mobilization 

Department of State 

International Cooperation Administratiun 

Department of the Treasury 

Department of Defense 

Department of the Army 

Department of the Navy 

Department of the Air Force 

Department of Justice 

Department of Commerce 

Department of Labor 

Atomic Energy Commission 

Canal Zone Government 

Council on Foreign Economic Policy 

Development Loan Fund 

Federal Aviation Agency 

Pederal Communications Commission 

Federal Radiation Council 

General Services Administration 

Interatate Commerce Commission 

Nattonal Aeronautics and Space Admin:istra- 
tion 

National A¢ronautica and Space Council 

President's Board gf Consultants on For eign 
Intelligence Activities : 


'3 CPR, 1040-1953 Comp.. p. 079: 18 FR. 
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United States Cher Serece oGioimienton 
Vryyted States Tiformatles. opera 


“OU tn the follow teparteicents 
and Governmental q 
but Nob’ prumars pe: 
Toy matters pertaining to 
the autuomty ter. 
Qtante: mation oe: 
this order shail be ear yc: yo thse 
head of the department, seenes, or Gov 
eromental omit aitheu: deteeatoon 
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Post Offlee Departure at 
Department of une Titer 
Departnentof Agri 
Geparinent of Hes 
Tare 
Civil Aero, 
Federal Pu Mooum 
Governrient Patents B 
Natlonal beenee Bours 
Panama Conn! Compa ad 
Renegouution Board 
Small Bustiess Administre: io 
Subversive Activinies Cuntro, Beard 
Tennesste Vulley Authority 
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“ce) Any agency or unit of the execu- 
tive branch not named herein und any 
such agency or unit whic mav be ¢a- 
tablished hereafter, shall be deemed not 
to Gave authority for urigimal classiica- 
tier of information or material under 
this order, except as such author ily mav 
be specifically conferred UPON anv such 
agency oroumt nereafterl 

Bec 2. My memoranda of November 0; 
1953. and May 7.1959 624 F te 3777) and 
Ins memorandum of March @ 1960 195 
FR 2072) are hereoy revoked 

OwIGHT FD EISennowen 


THE WHITE HOUSE, 
January 9, 396] 
iFR Dec 41 294: Filed dsai GL 1 pal 
vy sda: 


Executive Order 10902 


PROVIDING FOR THE ISSUANCE OF 
EMERGENCY PREPAREDNESS OR- 
DERS BY THE DIRECTOR OF THE 
OFFICE OF CIVIL AND DEFENSE 
MOBILIZATION 


By virtue of the auithonty vested in me 
by the provisions of Reorganization Plan 
No. 1 of 1958 (72 Stat. 1799) , the Defense 
Production Act of 1950. as amended (50 
U.S.C. App. 2061 et seq... and section 301 
of title 3 ef the United States Code. and 
as President of the Untted States. it is 
Nereby ordered as follows: 


SeEeTion 1. Uh connection with carry- 
ing out the functions delegated or other- 
wise assigned to him by the provisions of 
Executive Order Ne. 10773 of July 1, 1958. 
as amended by Executive Order Mo 
10782 of Seprember 6, 1958, or bv thie 
provisions of other orders thereby 
amended, the Director of the Office of 
Civil and Defense Mobilization shall es- 
tablish 2 series of civil-defense and de- 
fense-mobilization planning assignments 


hl “af : -RDP8&2M00097R000300070008-4 
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SEC. 3. Nott PE OMG yt 
National Plan for Civil Detehae ated | 
fense Mobilization shall be constiaec: a 
conferring authority to opnut aati ef.. 
any plan. procedure. policy, prog. cao: 
Cicer Murs Of achan preper fo oor 
veloped pursuant te this orde: 
National Plan 

Uwichy DPD Ewmenne. ; 

THE Write Hise, 


fauna. 9 [961 P 
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Executive O-der, 10903 
DELEGATING AUTHORITY THE 
PRESIDENT VITH “ISPEC” UO REC 
ULATIONS RELATING Ie CERT 


ALLOWANCES Ato B: BFITE «9 
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OVERSEAS 2:UTY 


By virtue of the auth: ity vest. or 
me vy section 301 of title. of -- Un 
States Code, section SOB cf th “ore 
Service Act of 1946 122 U.ALC. Bas 
various provinuns of jaw cited in 
body of this order, ard an Presucent o: 
the United States, it» heresy ardere: 
follows: : 


Section 1. The Secretary of Siste . 
hereby designated and empowrrect ; 
perform the followts «-desertbed ian: 
tions without the approval, ratific -riot. 
or other action ef the Presiden, 

far The antherity vested dn dhe Boe 
Gent by Section L1ie3+ of Cae Qyerne 
Differentials and Allowanes A¢ oo 
Stat (92) tu prescribe ve. Jatlor  ce- 
oning th erm: “ernplo sev. 

‘De Thar aulborit. vested in sed car 
dent by Title I of the oN ose 
Differentials and Aluwanees Ac. eps 
scribe regulations. includi-, the Tegu:«- 
tions referred to in seca -.. 202,203. oc 
224 B: of toat 24 te cera 
respectively, (1+ cert: . wats: 9 of r- 
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Executiv: te we bes “2h. 
AMENDMENT OF. EXECUTIVE ORDER 
NO. 10501! OF -NOVEMBER 5, 
1953, RELATING TO SAFEGUARD- 
ING OFFICIAL INFORMATION IN 


THE INTERESTS OF THE DEFENSE OF 
THE UNITED STATES 


By virtue of the authority vested in me 
by the Constitution and statutes of the 
United States, and as President of the 
United States, and deeming such action 
necessary in the best interests of the 
national security, it is hereby ordered as 
follows: 

Executive Order No. 10501 of Novem- 
ber 5, 1958, relating to safeguarding off - 
cial information in the interests of the 
defense of the United States. is hereby 
amended as follows: 

1. Section 4 is amended by adding a 
new subparagraph at the end thercof, as 
follows: 


“() Departments and agencies which 
do not have authority for original cias- 
sification. The provisions of this section 
relating to the declassification of defense 
material shall apply to departments or 
agencies which do not, under the terms 
of this order, have authority for original 
Clsasification of material, but which have 
formerly classified material pursuant to 
Executive Grder No. 10290 of September 
24, 1951.” 


2. Bection 15 fs amended by adding a 
new subparagraph at the end thereof, a5 
follows: 


ate 
be Mes 
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“Historical Research. As an exccp- 
tion to the standard for access prescribed 
in the first sentence of section 7, but 
subject to all other provisions of this 
order, the head of an agency may permit 
persons outside the executive branch 
performing functions in connection with 
historical research projects to have sc-~- 
ceas to clagsified defense information 
originated within his agency if he deter- 
mines that: (a) access to the informa- 


118 F.R. 7049; 8 CFR, 1948-1953 Comp., p. 
979. i 
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Tn  ctmmr tr uat--psi-satundbnaneranygminspaattiemmphimralthiibich(siamtel 
ron will be cleanly consistent w sth the in- 
+eredts of NaTrenal defense. and (b) the 
ele -o be @ranted sccess is trust- 
worthy Frovioé0! that the head of the 
agency shall take appropriate steps to 
assure that classified information is not 
published or otherwise compromised.” 


3. The first sentence of subparagraph 
(da) of section 8 is amended to read as 
follows: 


“Confidential defense material shall be 
transmitted within the continental 
United States by one of the means estab - 
lished for higher classifications, by reg- 
istered, certified or first-class mail, or 
by express or freight under such condi- 
tions as mey be prescribed by the head of 
the department or agency concerned.” 


Dwient D. ErszexHow =k 


THE WHITE House, 
Bay 7, 1959. 


[Fat Doc 59-4018: Fiied, May 8 1959. 
2:35 p.m.} 


Memorandum of May 7, 1959 


(DEPARTMENTS AND AGENCIES SUB- 
JECT TO THE LIMITATIONS SPECI- 
FIED IN SECTION 2 OF £.0. 10501} 

Memorandum for the Heads of All De- 
partments and Agencies of the Gov- 
ernment 


My memorandum to you of Nevember 
5, 1953, relating to Executive Order No. 


10501 of the same date is supplemented — 


by adding to the enumeration of depart~ 
ments and agencies under the heading 
“Original Classification Authority Elimi- 
nated” the following agencies: 

29. Farm Credit Administration 

30. Federal Coal Mine Sefety Board of 


Review 
Dwicut D. EISSNHOWER 


THe Wuitz House, 
May 7, 1959. 


Norge: The text of the memorandum of 
November 5, 1953, is set forth below. 


(Continued on p. 3779) 
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. a 
connection with combat or combat-related operations as the Secretary of Defense 
- tay by regulations prescribe. 


Section 15. EXCEPTIONAL CASES 


When, in an exceptional case, a person or agency not authorized to classify 
defense information originates information which is believed to require classifica- 
tion, such person or agency shall protect that information in the manner prescribed 
by this order for that category of classified defense information into which it is 
believed to fall, and shall transmit the information forthwith, under appropriate 
safeguards, to the department, agency, or person having both the authority to classify 
information and a direct official interest in the information (preferably, that de- 
partment, agency, or person to which the information would be transmitted in the 
ordinary course of business), with a request that such department, agency, or person 
classify the information. 


Section 16. REVIEW TO INSURE THAT INFORMATION IS NOT IMPROPERLY 
WITHHELD HEREUNDER. 


The President shall designate a member of his staff who shall receive, consider, 
and take action upon, suggestions or complaints from non-Governmental sources 
relating to the operation of this order, , 


Section 17. REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED DEFENSE 
INFOR MATION 


The National Security Council shall conduct a continuing review of the imple- 
mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 

Section 18, REVIEW WITHIN DEPARTMENTS AND AGENCIES 

The head of each department and agency shall designate a member or members 
of his staff who shall conduct a continuing review of the implementation of this order 
within the department or agency concerned to insure that no information is withheld 
hereunder which the people of the United States have a right to know, and to insure 
that classified defense information is properly safeguarded in conformity herewith. 

Section 19. REVOCATION OF EXECUTIVE ORDER NO. 10290 


Executive Order No. 10290 of September 24, 1951lis revoked as of the effective 
date of this order. oh 


Section 20. EFFECTIVE DATE 


This order shall become effective on December 15, 1953. 


DWIGHT D. EISENHOWER 


THE WHITE HOUSE, 
November 5, 1953. 
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ee: Section 9. DISPOSAL AND DESTRUCTION: rst 
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Documentary record material made or received by a departme , 
connection with transaction of public business and preserved as evidence-of.the or- F 
ganization, functions, policies, operations, decisions, procedures or other activities ° 
of any department or agency ‘of the Governmentjor because of the informational 
value of the data contained therein, may be destroyed only in accordance with the 
act of July 7, 1943,c, 192, 57 Stats-380, as amended, 44'U.S.C.:366-380,. Nonsrecord 
‘classified material, consisting of extra copies: and duplicates including: shorthand 
notes, preliminary drafts, used carbon paper, and other material of sinvilaytem> 
porary nature, may be destroyed, under procedures established by the head of the. 
department or agency: which meet the following reqairemente; as soon as it has 
‘served its purpose: : RNS 3 AE TMG TG te TS sage. ne 
ee ee ere : ar: ge wl Cisw Beata yiainte scat gecg ee 
(a) Methods of Destruction: Classified defensd material shali be destroyed | 
by burning in the presence ofan appropriate official or by other. methods author- 
i *- iméd by the head -of an agency provided: the’ resulting destruction is: equally 
i “¢omplete, 2 : : «Teer ten + ok Py pariige 4 
% A Pay oe ag Oatad. «fis le fod lice .- : # 
(b) Records of Destruction: + Appropriate accountability recordsmaintained .. 


in the department or agency shall reflect the destruction of classified defense 
material. : tans get ; 
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To promote the basic purposes of this order, heads of those departments and ca, 

agencies originating or handling classified defense information shall designate ex-  . 
perienced persons to coordinate and supervige the ‘activities applicable to their de- be 
partments or agencies under this order. Persons so designated: shall maintain active ae 
training and orientation programs for employees concerned with classified defense __ e 
information to impress each such employee with his individual responsibility for Pe : a 
exercising vigilance and care in complying with the provisions ofthis order, Such aes % 
persons shall be authorized on behalf of the heads of the departments iand sigencies ee 
to establish adequate and active inspection prograins to-the end that the provisions 

2 of thie order are administered effectively; * 7 + c:9%unt. 2 betoatany ye te : 
rer ne a on a . Sd gE Ly ee Sages QAI sk: etude Bartise een 
Section 11. INTERPRETATION OF REGULATIONSBY THE ATTORNEY GENERAL 
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sentatives of the Department of Justice render an inte¥pretation of these regulations 
‘in connection with any problems ‘arising’ out’ of: their strationl ur caw +. ae 
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wvousgtasty oo ot ...Bection 12, STATUTORY. NTS saroinedd ree 
MeDTED geveile cco og tine pay eater cial ad gala vant (a.istesr acces ee a 
is V+: -Nothing-in this order shall be construed ta authorize the‘dissemination, handling” — 
“a or transmission of classified information contrary to the provisions of-any dtatute. ~ 
i -Section 13,:>"RESTRICTED DATA" AS DEFINED ‘IN 
» bteel det oo ao. 6d to ohe ee eat cc rad ad 
$ _ vou Nothing in this order ‘shall supersede any: 
t ‘Atomic:'Energy Act?of:August''1,:1946, as amende 
2 ‘by the said’act shall-be handled, protected, Classified, downgs ade i 
: ‘in conformity: with the: provisions of ‘the "Atomic Enetgy Act of 1946,-as ‘amended, 
and the regulations of the Atomic Energy Commission, gt 
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outside the receiving department or agency without the consent of the originating 
department or agency. Documents and material containing defense information 
which are classified Top Secret or Secret shall nat be reproduced without the 
consent of the originating department or agency. : 


Section 8. TRANSMISSION 


For transmission outside ofadepartment or agency, Classified defense, material 
of the three categories originated under the provisions of.this order shall be pre- 
pared and transmitted as follows: cette 

(a) Preparation for Transmission: Such material shall be enclosed in 
opaque inner and outer covers. The inner cover shall be a sealed wrapper-pr_ 
envelope plainly marked with the assigned classification and address. The outer 
cover shall be sealed and addressed with no indication of the classification of 
its contents. A receipt form shall be attached to or enclosed in the innér cover, 
except that Confidential material shall require areceipt only if the sender deems 
it necessary. The receipt form shall identify the addressor, addressee, and the 
document, but shall contain no classified information, It shall be signed by the | 
proper recipient and returned to the sender. 


(b) Transmitting Top Secret Material: The transmission of Top Secret 
material shall be effected preferably by direct contact of officials concerned, or, 
alternatively, by specifically designated personnel, by State Department diplo- 
matic pouch, by a messenger-courier system especially created for that pur-_ 
pose, or by electric meana in encrypted form; or in the cage of information 
transmitted by the Federal Bureau of Investigation, such means of transmission 
may be used as are currently approved by the Director, Federal Bureau of In- 
vestigation, unless express reservation to the contrary is made in exceptiona 
cases by the originating agency. ae 3 


te 2? Sie a" HR BEER ES Cag 
_ (c) Transmitting Secret Material: Secret material shall be transmitted 
within the continental United States by one of the means established for Top 
:. Secret material, by an authorized courier, by United States-registered mail, 
or by protected commercial express, air or surface. Secret.material may be 
transmitted outside the continental limits of the United States by one ofthe —. 
means established for Top Secret material, by commanders ‘or, masters of 
vessels of United States registry, or by United States Post Office registered 
mail through .Army, :Navy, or Air Force postal, facilities, provided that the 
_material does not at_any time pass outof United States Government.control and 
does not pass through a foreign postal system. Secret:material may, however, 
be transmitted between United States Government and/or Canadian Government 
installations in continental United States, Canada, and Alaska by United States... 
and Canadian registered mail with registered mail receipt. In an emergency, 
Secret material may also be transmitted over military communications circuits. 
.). in accordance with regulations promulgated for.such: purpose. by the.Sacretary .- 
1. Of Defense. 2 iver baie TD ONE 2 yet, vse Godt #0 aye ct 
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“VA Yd)" Transmitting!’ Confidential Material:\‘Corfidential. ‘défense’: material 
shall be transmitted within the United States by one of the means established for — 
. thigher classifications, by registered mail, or by express. or freight;under such | 
fs ot Specific .conditions.as may be prescribed by the head of the,departmentoragency - 
~ concerned, Outside the continental United.States; Confidential defense material 
-.+ -ghall be transmitted inthe same manner as authorized: for higher classifications. 
ee et ae P Seghtgir dy agyb wes tes dues SME ads ins? 
(e) Within an Agency: Preparation of classified defense material for trans- 
mission, and transmiesion of it, withina department or.agency shall be governed: 
by regulations, issued by the head of the department or agency, insuring a degree... 
-> of security-equivalent to that outlined above for transmission outside a depart- 
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. whenever the combination has been subjected to compromise, and at least once 


every year. Knowledge of combinations shall be limited to the minimum number ~ 
of persons necessary for operating purposes. Records of combinations shall be 
classified no lower than the highest category of classified defense material 


authorized for storage in the safekeeping equipment concerned. a 


(e) Custodian's Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 

. direct supervision of authorized employees. Custodians shall follow procedures 
which insure that.unauthorized persons do not gain access to classified defense 
. information or material by sight or sound, and classified information shall not 
, be discussed with or in the presence of unauthorized persons. 
aes CPs Uf ees Gf 

(f) Telephone Conversations: Defense information classified in the three 
categories under the provisions of this order shall not be revealed in telephone 
conversations, except as may be authorized under section 8 hereof with respect 
to the transmission of Secret and Confidential material over certain military 
communications circuits. es, 7 
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Sate (g) Loss or Subjection to. Compromise: Any person in the executive branch 
on ‘ who has knowledge of the loss or possible subjection to compromise of classified 
a defense information shall promptly report the circumstances to a designated 
official of his agency, and the latter shalltake appropriate action forthwith, in- 
cluding advice to the originating department or agency. , 


Section 7, ACCOUNTABILITY AND DISSEMINATION 


. Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require such access in the interest of promoting 
national defense and only if they have been determined to be trustworthy. Proper 
control of dissemination of classified defense information shall be maintained at all 

: times, including good accountability records of classified defense information docu- © 
. ments, and:severe limitation on the number of such documents originated as well as 
; the number of copies thereof reproduced, The number of copies of classified defense 
information documents shall be kept to a minimum to decrease the risk of compro- 
mise of the information contained in such documents.and the financial burden on the 
: Government in protecting such documents. The following special rules shall be ob- 
Ce served in connection with accountability for and dissemination of defense information 

or material:. rer 2 eee ee wise rot 

7 : we MA Be a a 2 tad Ginei e oat 

(a) Accountability Procedures: Heads of departments and agencies shall | 

prescribe such accountability procedures as are-necessary tocontrol effectively 

. the-dissemination of classified defense information,. with particularly-severe 

;» .g¢ontrol'on material classified Top Secret under.-this.order.: Top Secret.Control,— 

pew Officers~ shall be ‘designated, as required, to receive, maintain accountability | 

ed; @wegisters of,iand dispatch.Top Secret material. Bison hs wu nasist tah isos 
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(b) Dissemination Outside the Executive Branch: lass ins 


ified defense infor- 

..-iemation shall not be disseminated outside the executive branch except, under con-- . 
7: ditions, and through channels authorized. by the head of the disseminating. __ 
-,- department or agency, even though the person or agency. to which dissemination . ~~ 

of such information is proposed to be made -may- have:been solely or partly =~ 

responsible for its production. , 
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otherwise: provided by:section 102 of the National Security: Act,of-July 26,:1947, 
“ur ©2343, 6} Stat, 498, as amended, 50 U.S.C- sec. 403;'classified defense informa- 
s+ ,{tion.coriginating in another department or agency: shall not be disseminated 
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* # (h): Change or Removal of Classification: Whenever classified material 


-°  Trit{g. declassified, downgraded, or upgraded, the material shall be marked or 
*. stamped in a prominent place to reflect the change in classification, the author- 
- ity for the action, the date of action, and the identity of the person or unit taking 
the action. In addition, the old classification marking shall be cancelled and 
the new classification (if any) substituted tnerefor. Automatic change in clas- 
sification shall be indicated by the appropriate classifying authority through 
marking or stamping in a prominent place to reflect information specified in 
- eubsection 4.(a) hereof. ; : 

Se ka . ed on . “> - aes 
- & -.» (i) Material Furnished Persons not in the Executive. Branch of the Gov~ 
. ernment: When classified material affecting the national defense is furnished 
> .authorized persons, in or out of Federal service, other than those in the ex- 
ecutive branch, the following notation, in addition to the assigned classification 
marking, shall whenever practicable be placed onthe material, on its container, 
“opson the written notification of its assigned classification: 


a4 


_‘*Thia material contains information affecting the national defense of 

., the United States within the meaning of the espionage laws, Title 18, U.S.C., 

‘ Secs. 793 and 794, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited hy law.”* ae i 


Use of alternative marking concerning ‘‘Restricted Data'’.as defined by the Atomic 
Energy Act.is authorized when appropriate. aa mas ee 


Section 6. CUSTODY AND SAFEKEEPING. oe 

The possession or use of classified defense information or material shall be 
limited to locations where facilities for secure storage or protection thereof are 
available by means of which unauthorized persons are prevented from gaining access 
thereto, Whenever such information or material is not under the personal supere- 
vision of ite custodian, whether during or outside of working houre, the following 
physical or mechanical means shall be taken to protect it: «—. ; - 

mt Bott i 


" %+.t (a) Storageiof Top Secret Material: Top Secret defense material shall be 
' protected in’ storage by the most secure facilities possible. Normally it will 
“«- be stored in a safe or a safe-type etee) file container having a three-position, 
dial-type, combination lock, and being of such weight, size, construction, or 
installation as to minimize the possibility of surreptitious entry, physical theft, 
damage by fire, or tampering. The headof a department or agency may approve 
other ‘storage facilities for this material which offer comparable or better proe- 
tection, such ae an alarmed area, avault,a secure vault-type room, or an area 
under close surveillance of an armed guard. | 


aig eg ue 7 oa - pe ga 2 b A 
+ Fe * . ahr ty : ved 


“it °(b) Secret‘and Confidential Material: These categories of defense material 
+ *-may be stored in a manner authorized for Top Secret material, or in metal file 
““«" Cabinets equipped: with steel lockbar and an approved three combination dial- 
“". type ‘padlock. from which’ the manufacturer's identification numbers have: been 


obliterated, or in comparably secure facilities approved by the head ofjthe de- 
partment or agency. 
tw te ty weag it apt 


ym i 


rae. os BO AURA SE SR ER wipe te gt repeat ny 
- -(e). Other Classified Material: Heads ‘of: departments and agencies shall 
prescribe sach protective facilities as may be necessary in their:departments. 
» * oF agencies for material originating under statutory provisions .requiring. pro- 
*: tection of certain information. .- : TE NS fe SURO Ae te 


oP oe, oo ec Re oe 


. (d) Changes of Lock Combinations: Combinations on locks of safekeeping 
«" ‘qequipmegnt -shall be “changed, only by persons, having appropriate security 
#° ‘clearance,;whenever such..equipment.is placed in-use after procurement from : 


* + the manufacturer.or other sources, whenever a person knowing the combina- 


“+ i .tton -is' transferred from the .office to which the equipment is assigned, or 


§ 
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(£).. Downgrading: If “the racipient of classified -niaterial ibelievea that it. - 
has been classified too highly, he may make a request to the reviewing official | 
who may downgrade or declassify the mreterias after iam, the evneent 0s the 2 Si 
appropalate classifying authority. rea SA Tea or. _ eoues c 


(g) Upgrading: If the recipient of Wiclaseified material “believes. that ad 
should be Deesiticd, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accord- 
ance with the classification deemed appropriate and.a request madejto.the 

‘1 reviewing official, who may classify the material.or upgrade. the claasification 

after obtaining the consent of the appropriate claasifying authority, oils aT. 

fat, ky senateb de sen 
(h) Notification of Change in Classification: The reviewing official taking 
+ action to declassify, aowigra ae: or upgrade claseified material shall noety all 


i addressees to whom the material was. originally transmitted. ere ha 


i” om, 


Section 5. MARKING OF CLASSIFIED. “MATERIAL -. t :aketnd, 


After a determination of the proper defense classification td be a¥signed has 
been made in accordance with the provisions of ‘this order, ‘the clastified miaterial 
shall be marked as follows: — 


~ 


nye see a sass ; ace: 


(a) ’ Bound Documents: The assigned defense ‘aasslfigation ork bputa lack i 
‘ments, such as books or "samiohlete, the pages of which are permaneitly and © 
. securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back page 
and on the outside ofthe back cover. In each case the’ Rating ‘shall ‘be applied 
to the top ané bottom of the page or cover. s a 
os Ie ae £ 
“(b) > Unbound Documents: The sesigned Wetanne. ‘glnasiAccton 6a inci 
décuments, such ag letters, memoranda, reports, telegrams, andother similar 
documents, the pages of which. are not permanently and securely fastened to- | 
gether, shall he conspicuously marked or stampedatthe:top and bottonxof each 
: page, in such manner that the marking. wat be ciserly visible when the pages 
‘o> are ECEESS or stapes tome nets: Ag eat EY. Soa fats: sietA (hy : 


~ - 3 2ee > VIS MO Rg a ee Oe | 
“te) Charts May 8, and Dinwin a: Claseified ‘charts, wikpe and drawings 
co. shall carry the defense classilication marking under the legend, title block, or 
>.> 0@¢ale in such manner that it-will be reproduced on all copies made therefrom. 
cor Such classification shall aleo be marked at thetop and bettom in each ingtance. 


Be Boa ed a tt it de te ‘ eae we Uresging ons stovshbe 03 
x (a) Photographe, Films’ and Recordings: Classtted’phitograplis, films, — 
: we sa ni recor ¢ "donpplcupdaly « and Appropriately 
marked’ with the assigned defense classification.:”" ° : 


ERE IHATELD ae ay 


““(e) Products or ‘Substance’: The wedighed’? "Qetihse’ Classification dhall be. 
pric: marked on classified products or. sg tibetai es, 4¢ possible, and on. 
“their containers, if ‘possible, or, if the article of" ¢ontalber ¢annot be marked, 
“written notification of such’ ‘classification: spall, a4 ceo ta recipients of 


fe Seif 
uch roducts or ubstances. ange 
8 ae £ es 4 aes Sie eis IF R 8 8tocx ag: aab tag! 
? 


one diate fu kta ets. ae ot oneaweg” ott tod siwivadacr asia ; 

(f) Reproductions: All copies of ssecaducticinetalnesitid materinhshall 
be we al, Bape marked or stempedie the same manner as the original thereof, 
He Ge eas oa eG certaT Qala balev asl fs: 


is sove f(g) Unclassified ‘Material: ee -dnglaesified material shall: not be: me 


Rar art tly Sia 
a aay 
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My 
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bk: 
= ¥tomarked or. stamped Unclassified unless it is #ssential to convey to a recipient, Ry 
a 2.%31of such material ‘that it has been examined specifically with a view ta imposing (/!/* 
Ta s* Jtea:defense classification and has teen deter minad: not to require such” 
classification. oe YehSpe a lisnrsape be 
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Section 4, DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of departments or agencies originating classified material shall designate 
persons to be responsible for continuing review of such classified material for the 
purpose of declassifying or downgrading it whenever national defense considerations 
permit, and for receiving requests for euch review from all-sources.: Formal pro- 
cedures shall be -established to provide specific means for prompt review. of clas- 
sified material and its declassification or downgrading in order to preserve the 
effectiveness and integrity ofthe classification systemandto eliminate accumulation 
of classified material which no longer requires protection in the defense interest. 
The following special rules shall be observed with respect to changes of classifica- 
tion of defense material: ; 

“Ss medrese LG 


-+ (a) Automatic Changes: To the fullest extent practicable, the classifying . 


authority shall indicate onthe material (except telegrams) at the time of original 
classification that after a specified event or date, or upon removal of classified 
enclosures, the material will be downgraded.or declassified.: © 


(b), Non-Automatic Changes: The persona designated to receive requests 
for review of classified material may downgrade or declassify such material — 


; when circumstances no longer warrant its retentioninits original claséification 
provided the consent of the appropriate classifying authority has been obtained. 
The downgrading or declassification of extracts from or paraphrases of clas- 
sified documents shall also require the consent of the appropriate classifying 
authority unless the agency making such extracts knows positively that they 
warrant a classification lower than that ofthe document from which extracted, 
or that they are not classified. , 


(c) Material Officially Transferred: In the case of material transferred 
by or pursuant to statute or Executive order from one department or agency to | 


‘enother for the latter's use and ae part of ite official files or property, as dis- 
tinguished from transfers merely for purposes of storage, the receiving depart- 
ment or agency shall be deemed to be the classifying authority for all purposes 
under this order, including declassification and downgrading.:. = + 


(d) Material Not Officially Transferred: When any department or agency 
has in its possessionany classified material which has become five years old, 
and it appears (1) that such material originated in an agency which has since 
become defunct and whose files and other property have not been officially 
transferred to another department or agency within the meaning of subsection 
(ec), above, or (2) that ¢ is impossible for the possessing department or agency 


to identify the originating agency, and(3) a review of the material indicates that . 


_. it ghould be downgraded or declassified, the said possessing department or 
,agency shall have power to declassify or downgrade such material, If it appears 


probable that another department or agency may have a substantial interest in 


whether the classification of any particular information should’be maintained, 
fhe possessing department or agency shall not exercise the power conferred 
pop it by this subsection, except with the consent of the other department or 


_agency, until thirty days after it has notified such other department or agency: — 


of the nature of the material and of its intention to déclassify or downgrade the 


same. During such thirty-day period the other department pr agency may, if ' 


it so desires, express its objections to declassifying of downgrading the partic- 


ular material, but the power to make the ultimate decision shall reside inthe © 


oro possessing dapartorent or agency. cot Mey oe EX Camo an etgee 


oe a z r 
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(e) Classified Telegrams: Such telegrams ‘shall not be referred to, ex- | 
? tracted from, paraphrased, downgraded, declassified, or disseminated, except 


‘tin- accordance with special regulations issued by the head of the originating 


«department or agency. ': Classified telegrams transmitted over cryptographic. ~ : 
transmitting”: 


a oe do gystems shall be handled in accordance with the regulations o 
department or agency. re 


} 3 
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Section 2. LIMITATION OF AUTHORITY. TO CLASSIFY 


The authority to classify defense informationor materialunder this order shall 
be limited in the departments and agencies of the executive branch as hereinafter 
specified. Departments and agencies subject to the specified limitations shall be 
designated by the President: 


(a) In those departments and agencies having no direct responsibility for 
national defense there shall be no authority for original clasgification of in- 
formation or material under this order. : 


(b) In those departments and agencies having partial but not primary re- 
sponsibility for matters pertaining to national defense the authority for original 
classification of information or material under thig order shall be exercised 
only by the head of the department or agency, without delegation. 7 


(c) In those departments and agencies not affected by the provisions of 
subsection (a) and (b), above, the authority for ariginal classification of infor- 

_ mation or material under this order shall be exercised only by responsible 
officers or employees, who shall be specifically designated for this purpose. 
Heads of such departments and agencies shall limit the delegation of authority 


to classify as severely as is consistent with the orderly and expeditious trans- 


action of Government business. 
Section 3. CLASSIFICATION 


Persons designated to have authority for original classification of information 
or material which requires protection in the interests of national defense under this 
order shall be held responsible for its proper classification in accordance with the 


definitions of the three categories in section 1, hereof, Unnecessary classification 


and over-classification shall be scrupulously avoided. The following special rules 
shall be observed in classification of defense information or material:. 


(a) Documents in General: Documents shall be classified according to their 
own content and not necessarily according to their relationship to other docu- 
ments; References to classified material whichdonot reveal classified defense 
information shall not be classified: 
or) (pb) Physicall euanetiad bvcudieuta? The classification of a file < or group 
of igwysically connected documents shall be at least as ‘high as that of the most 

highly classified document therein. Documents separated from the file or group 
@hall be handled in accordance with their incviceel Secenes classiGcation. 


“ 


erst, soe 


fe zs. .wy (c) Multiple Classification: A document, product, or substance shall bear 
Ba a classi cation at least as high as that of its highest classified component. The 
oa document, product, or substance shall bear only one over-all classification, 
# * . ‘dotwithstanding that pages, paragraphs, sections.’ or. componente thereof bear 
4 different classifications. : (gb locrne- ten diee. 3 
ia me ae as ens eee WE wel e PPP NS aN gh st 

" ws vk ke. 3 + 

2 api eas (a), Transmittal Letteret. A letter transmitting. defense | aera, shail 
& . be Slassified. at least as high as its highest classified enclosure. | 
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ht (e) Information e/Oviginated a Foreign Sees eee De- 
ae ’ fense information of a classified nature furnished to te tates by a 


foreign government or international organization shall be agsigneda classifica- 


S :, tien which will assure a degree of protection equivalent to or greater than that “ 
a4 . -s¥equired by the government or international organization which furnished the | 


information. x Levine S ght wr SE Maes DAE 
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EXECUTIVE ORDER No. 1050! 
NOVEMBER 5, 1953 


SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS 
OF THE DEFENSE OF THE UNITED STATES 


INNO or Ree wae 


WHEREAS it is essential that the citizens ofthe United States be informed con- 
cerning the activities of their government; and 


WHEREAS the interests of national defense require the preservation of the 
ability of the United States to protect and defend itself against all hostile or deatruc- 


tive action by covert or overt means, including espionage as well as military action; 
and 


a) 


WHEREAS it is essential that certain official information affecting the national 
defense be protected uniformly against unauthorized disclosure: 


NOW, THEREFORE, by virtue of the authority vested in me by the Constitution 
and statutes, and as ‘President of the United States, and deeming such action nec- 
essary in the best interests of the national security, itis hereby ordered as follows: 


Section 1. CLASSIFICATION CATEGORIES 


bod Official information which requires protection in the interests of national de- 
fense shall be limited to three categories of classification, which in descending 
rder of importance shall carry one of the following designations: Top Secret, 
Secret, or Confidential. No other designation shall be used to classify defense in. 
in x formation, including military information, as requiring protection in the interests 


of national defense, except as expressly provided by statute. These categories are 
defined as follows: 


ow 


=. -. ‘s (a) Top Secret: Except as may be expressly provided by atatute, the use 
of the classification Top Secret shall be authorized, by appropriate authority, 
only for defense information or material which requires the highest degree of 

-. protection.. The Top Secret classification shall be applied only to that informa- 

tion or material the defense aspect of whichis paramount, and the unauthorized 

.. disclosure of which could result in exceptionally grave damage to the Nation 

auch as leading to a.definite break in diplomatic relations affecting the defense 

of the United States, an armed attack against the United States or its allies, a 

war, or the compromise of military or defense plans, or intelligence operations, 


or scientific or technological developments vital to the national defense. | 


Net hea. a oe ‘ So4 by et ae . er : 

. (b). Secret: Except as may be expressly provided by statute, the use of the 
classification Secret shall be authorized, by appropriate authority, only for de- 
fense information or material the unauthorized disclosure of which could result 
: 2, in serious damage to the Nation, suchas by jeopardizing the international rela- 
% “**""tions of the United States, endangering the effectiveness of a program or policy 
% of vital importance to the national defense, or compromising important military 
. or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations, | 


: of the classification Confidential shall be authorized, by appropriate authority, 
: ' only for defense information or materia) the unauthorized disclosure of which 
wj- «-+. ~. could be prejudicial to the defense interests of the nation, 2 ; 
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+. . te) Confidential: - Except as may be expressly provided by statute, the use — 


oo 
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